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WHDO WE ARE

Based out of the Wright-Patterson Air Force
Base (WPAFB) community in Dayton, Ohio,
Bull Bear Defense Solutions is a dedicated
force in IT, cloud, and GRC modernization.
Our commitment is clear: to deliver agile,
efficient solutions tailored for legacy IT and
cloud systems, catering to federal, defense,
and commercial sectors.

The cornerstone of our success lies in our
team of industry-certified consultants,
whose vast expertise in IT and cybersecurity
ensures that we not only meet but surpass
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CORE COMPENTENCIES

IT System Modernization

- Agile modernization
- Legacy to Cloud migrations
-1aaS / Paa$ / Saa$
- DevSecOps, CI/CD pipeline, laC
- FedRAMP+, DoD PA, ¢ATO, ATO, ISCM
- Low code platform administration
- Geographic Information Systems (GIS)

Governance, Risk, & Compliance (GRC)_

- Cybersecurity Risk Assessments

- NIST SP 800 series expertise
- Risk Management Framework (RMF)
- ATO lifecycle experts - eMASS / XACTA
- Vulnerability & POA&M management
- Application and code vulnerability testing
-NIST 800-171 & SPRS
-Continuous Monitoring Automation

our clients' expectations. At Bull Bear, we Chief Jock Bull Bear

stand ready ~ to adqress t!'e. unique Mrs. Jessica McKinley, our Founder
challenges of each client, guiding them a4 Manager, is a proud tribal
toward robust, future-ready solutions that member of the Caddo Nation of
elevate their security posture in an ever- Oklahoma and the great-great-
evolving digital landscape. granddaughter of Chief Jock Bull
Bear of the Arapaho Tribe.
(pictured circa 1908)

OUR CUSTOMERS CONTRACT VEHICLES

BIA ITSS IDIQ PRIME Contract Holder
10 year S500M - DOI, BIA, IHS

GSA MAS IT-70
8(a) Sole Source and Competitive Pool

G SA 541518 - Information technology professional services
541HACS - Highly Adaptive Cybersecurity Services (HACS)
518210C - Cloud Computing and cloud-related IT prof. serv.

SEAPORTNXG
o Seaport NxG PRIME Contract Holder
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\'&/ DAF Geospatial Support and Services (GSS) 2.0

www.bullbeardefense.com

Primary NAICS 541519

SECONDARY NAICS - 541511, 541513,
541512, 541330, 541611, 541618, 513210,
511210, 518210, 541370, 541360, 541990,
334111, 334118, 339940, 423420

Please send 8(a) contract offer letters to:
Reginald Goolshy, BOS, AK District Office

alaska8a@sha.gov
contact@hullbeardefense.com
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U.S. Air Force DOI BIA Office of Justice Services

e Subcontractor on 5 modernization projects * Prime contra(.:tor.

. . . . e SaaS modernization
o Senior leadership: Combined 52+ years exp in USAF . :

_ o Data migration expertise

* Cloud faa3, Paas, .SaaS.experlence e Paper processes to cloud modernization
* Legacy to cloud migration e FedRAMP to agency ATO implementation
o (Cybersecurity Engineering ¢ Project management
e (overnance, Risk & Compliance (GRC) e User Acceptance Training (UAT)
e Authorization to Operate (ATO) * 0&S/0&M support
e Risk Management Framework (RMF) ) _
e NIST 800 series compliance Differentiators
e Static / Dynamic vulnerability management e Primed and subcontracted on 14 commercial, federal

and Defense contracts

o |ed Cybersecurity program for 3 USAF global logistics
modernization efforts worth 140M in contracts
supporting over 3000 users

o Standard Operating Procedures (SOP)
o Agile Continuous Monitoring
e Research, Development, Test, and Evaluation (RDT&E)

e FedRAMP authorizations e |ed Cybersecurity effort to navigate only 2nd SaaS in

o DoD Provisional Authorizations (DoD PA) IL2-1L6 the DoD to be approved at DoD PA IL5 (2020)

o STIGS, SRG, SCG testing, and implementation e Prime leading SaaS modernization effort for BIA

e Full lifecycle secure software deployments USIPA to digitally transform paperwork processes to
cloud

o |ndustry certified staff - Comptia, ISC2, Microsoft
experienced with emerging cloud technologies

www.bullbeardefense.com

www.bullbeardefense.com ,
contact@bullbeardefense.com :

4031 Colonel Glenn HWY, STE 450 —— BFAH§C!OD,!EYSS
Beavercreek, Ohio 45431 : : : %
9375037496 Primary NAICS 541519 100% Alaska Native / Native American-Owned




